PistolStar, Inc.

One Logon. One Password.

Password Management Issues

Too many passwords

End-users often possess as many as 8-10 passwords for the systems they need to
access on a daily basis. Remembering multiple passwords and which one to use for
each application becomes a major burden. Consequently, the Help Desk receives a
daily stream of calls for password resets, accounting for 30-45% of all Help Desk
activity, as end users forget one or more of their passwords. Even worse, end-users
jeopardize security by leaving passwords jotted on notes left on or near their
computers.

Simplify access to your enterprise without compromising security
Organizations today utilize several platforms and systems to provide their employees,
customers and partners with access to the information needed to conduct their job
responsibilities. With so many systems in place and the need to securely simplify
access to these systems is of the utmost importance.

Disparate password policies

It stands to reason that if there are numerous passwords, each assigned to different
systems, the password quality and expiration settings for each are likely to differ. This
creates a problem when organizations attempt password synchronization.

Business Case: Too many passwords

Improve end-user experience

Synchronizing the many passwords needed for various platforms and applications
streamlines the logon process and expedites access to the enterprise. End-users only
have to remember one password instead of several, and make changes to one
password in one place.

Reduce burden on Help Desk

Password Power’s self-service functionality allows end-user’s to securely manage and
reset their own passwords reducing calls concerning password reset/recovery.
Simplified secure password management allows IT staff to reallocate their time and
energy spent on password resets and recovery to other IT projects and security needs.

Increased password security

Password Power’s advanced password management functionality—password quality,
history, expiration, 3-strikes and last login—secures the password authentication
process and enforces corporate best practices for security without Help Desk
intervention. It also enables secure access to corporate intranets and extranets. This
protects your applications and content from illegal use.
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Password management has become a daunting task in many organizations, and one that is
more complex with the increase in multi-system and roaming end-user environments. The
potential for network security breaches has also increased due to poor password quality.
Also on the rise is the need to reduce Help Desk calls by putting password management into
the end user’s hands with secure self-service functionality.

Organizations seek a solution that will simplify while it secures the password authentication
process, facilitating immediate access to the many systems end-users employ during their
workday. Moreover, organizations need to recapture the lost productivity, resources and
time that result from juggling numerous passwords.

About PistolStar, Inc.

WHO

PistolStar, Inc., an authority in password management and Microsoft Active Directory
integration, provides solutions that meet the challenges of securing the global enterprise.
PistolStar’s products reframe technology issues by creating elegant, simple, and efficient
solutions to customers’ complex problems.

PistolStar serves customers in a variety of industries, such as pharmaceuticals, finance/
banking and energy, focusing on Global 2000 organizations that have corporate
mandated security policies and compliance regulations.

WHAT

PistolStar offers benefits to administrators and end-users alike. Our Password Power 8
software reduces help desk calls, provides self-service password resets/recovery, and
simplifies the authentication process by leveraging Microsoft Active Directory as your
single authentication point creating a single set of credentials to remember and manage.

WHY

PistolStar offers its customers premier services and support with all product purchases by
the software’s developers, including assistance with product installation and deployment,
custom configuration of product functionality, ongoing training, and an online Product
Customer Center. PistolStar has a proven track record of success with deployments in
over 240 enterprise organizations.
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PistolStar’s Password Power 8 software can be purchased directly from PistolStar or
through one of our resellers. Our resellers have first hand knowledge of Password Power
8, including installation and deployment. To purchase through a reseller please visit
www.pistolstar.com/reseller.html.

PisToLSTAR

Password Plug-ins




Single Sign-on

Self-service

Password Power 8

Password

Password Authentication and Management Synchronization

Strong Password Policies

Password Power 8 (PP8) is a revolutionary and

dynamic password management product built on 1 Enable secure access to corporate intranets 1 Unify disparate password policies.
a framework that seamlessly integrates into and extranets.
Windows the capabilities of individual PistolStar s .
P i ) 2 Protect applications and content from illegal 2 Enable self-service password recovery/reset
Password Plug-Ins. As a result, PP8 is a highly usage. and reduce Help Desk calls

flexible and powerful solution that uniquely
provides single sign-on and password
synchronization via our hybrid authentication

3 Secure the authentication process without 3

Simpli assword management b
increasing Help Desk calls. plity p g 2

synchronizing passwords from multiple and
diverse systems to Active Directory.

capability, “authentication redirection”. PP8 self- 4 Enables IT and end-users to diminish

service password reset/recovery cascades to all downtime and increase productivity. 4 Password Power 8 is easy to install and
passwords in real-time and automatically maintain. It does not require end-user
updates all passwords each time a password 5 45 day Return-on-Investment involvement to deploy.

reset occurs, enhancing the security of corporate
data. PP8 allows the transition from multiple
directory

authentication to single directory authentication,

. . s ) . System Requirements:
Passwords Deployment Login Integration Aids in Real-time Username User Inherits Y 9
Managed Starting With Regulatory Password mapping Password Password Password Power’s server-side
Point LDAP* Compliance updates Recovery Policies capabilities support Windows (2000, 2003)
- - Linux, Solaris, IBM System i, SAP, Oracle
Notes 1D Client Windows v v v v v v and IBM AIX 5.1. On the client-side
. . Password Power supports Microsoft Windows
Domino HTTP Server Windows % v v % v v 2000 and XP.
Sametime Server Windows % v v % v v . -
TPortals support includes, but not limited to:
QuickPlace Server Windows v v v v v BEA WebLogic, Plumtree, IBM WebSphere,
Oracle and SAP.
Oracle Client Windows v v v v v v
- FLDAP directory support includes:
SAP Server Windows v v v v v Microsoft Active Directory, Novell
eDirectory, Sun Java System Directory,
Portalt Server Portal % v v % v Domino LDAP and OpenLDAP.
WebSphere Server Windows % v v v v
Easily integrates with: IBM Tivoli, BMC
Windows Client Windows v v %4 %4 %4 Passport, CA Siteminder, Courion
- - PasswordCourier, and M-Tech P-Synch.
LDAPt Client Windows v v v v v v
System i Client Windows v v v v v
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