Password Power 8 Browser-Based
Single Sign-On

Lotus Domino Single Sign-On Plug-In via

Microsoft

Access All Domino Web Applications Using Network Password Active Directory

Remove Need to Manage Separate Passwords
for Domino Web applications Use password for

¢ End mundane tasks such as resetting multiple Microsoft Active Directory
passwords when users forget one and or other network/LDAP
synchronizing several password quality rule sets

2} Malissa Bell - Microsoft Internet Explorer

File Edit View Favorites Toaols Help "..'

GBack - J |ﬂ @ _;\J /_F) Search \E;nl‘ Fawvorites

: Address |€| https: ffpistolstar .usfmbell nsffMailFS7C V| =] @ Enabled
| .

directory for single sign-on
access to all Domino HTTP

¢ Handle mapping of all user names

¢ Facilitate password synchronization between sessions, including Lotus iNotes, Single Sign-On Toolbar is executed to read the Domino Server
Active Directory and the Domino user accounts S . ickPl d List stored in SSO.ini, which controls which servers are
ametime, QUlC ace an accessed via single sign-on.

¢ Simplify coordination of disparate password i i .
Domino Web applications
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¢ Token created for each Domino server contains the encrypted credentials for logging into that
server and is stored in the browser memory until browser is shut down.

h Tims Subject

¢ Server interprets token sent from browser by using a DSAPI filter, which overrides the normal

Motes User]  F

Sotas Uswrl ;? ?%w';:r'“ authentication process and verifies the token’s credentials against Active Directory.
Gregg Browinski 2250 Mew ID fle recovery nformaton s attached. |
ot i T ¢ Configurable key field value from user’s Active Directory account (e.g. user’s email address) is
used to look up Person document in the Domino Directory, which provides the full canonical Notes
name to Domino.
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= ¢ Domino server creates its own session for the user and sends the Domino session token back to
- Jita —— the user’s browser, providing single sign-on.

Single sign-on is achieved once the full canonical Notes name
is extracted from the Person document and
presented to Domino.

No Proprietary Database

PisToLSTAR

Seamless Client Install — No Servers Required )
Password Plug-ins

No Schema Changes Required to Active Directory

© 2009, PistolStar, Inc. All rights reserved. All other products and services are trademarks of their respective companies.
Official Reseller: Cooperteam Ltd., 21 Holland Park Gardens, W14 8DZ London, +44(0)20 7060 1028, info.emea@cooperteam.com



